
Restricted Information

1 Definition

Information should be classified as Restricted when the unauthorised disclosure, alteration, or
destruction of that Information could cause a significant level of risk to the University or its
affiliates. Restricted Information includes Information protected by the State or Commonwealth
privacy regulations and Information protected by confidentiality agreements. The highest level of
Security Controls should be applied.

Access to Restricted Information must be controlled from creation to destruction, and will be
granted only to those persons affiliated with the University who require such access in order to
perform their job (e.g. need-to-know). Access to Restricted Information must be individually
requested and then authorised in writing by the Information System Custodian. Restricted
Information is highly sensitive and may have personal privacy considerations, or may be
restricted by law. In addition, the negative impact on the institution should this Information be
incorrect, improperly disclosed, or not available when needed, is very high.
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